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POLICY’S GENERAL FRAMEWORK

Policy Summary:
Information must always be protected, regardless of how it is shared, communicated, or stored.

Information security protects information against a wide range of threats to ensure business continuity
and minimize risks that impact Komunika Latam’s management concerning its clients, employees, suppliers,
and other stakeholders.

Scope:

e This policy represents the general framework for managing information security and
protection at Komunika Latam.

e It is mandatory for all organization members, including partners, employees, and
allies, as well as third parties, including clients, suppliers, and other stakeholders.

e The policy protects information in various forms: printed or electronically stored,
transmitted by mail or any other electronic means, displayed in projections, or spoken
in conversations.

Information Security and Protection Objectives:

e Protect the confidentiality of information related to client management and
Komunika Latam’s business development plans.

e Preserve the integrity of files and documents in any form (physical and/or
electronic).

e Ensure that public web services and internal networks meet the required availability
specifications.

e Understand and address the needs of all stakeholders.

KOMUNIKA LATAM -



Information Security and Protection Policy

Information Security and Protection Principles:

e Komunika Latam protects the information generated, processed, or stored in its
business processes, as well as its technological infrastructure and assets.

e  We preserve the confidentiality of information, especially that related to the
personal data of clients and employees.

e We implement mechanisms to classify and control access to information, systems, and
network resources, ensuring that security is integral to our information system’s life
cycle.

e The availability of information meets the relevant timelines for the development of
critical business processes.

e Komunika evaluates risks and takes action to mitigate and control them as needed.

e Employees are properly informed and are responsible for the security of the
information they handle in customer service processes and their work activities.

e Information security risks will be monitored, and measures will be adopted when
changes imply an unacceptable level of risk.

e Situations that could expose Komunika to the violation of laws and regulations
are not tolerated.

e The current security policies will remain available to employees on the organization's
SharePoint and will be regularly updated.

e Business continuity plans will be maintained, tested, and updated annually.

e Employees receive annual training in information security and are informed of any
updates in this area. It is each employee's responsibility to attend the scheduled
activities and apply security measures according to the company's policies and
procedures.

e Visitors and third parties accessing our facilities must comply with the provisions of
this policy.

KOMUNIKA LATAM



Information Security and Protection Policy

INFORMATION CLASSIFICATION

Information must be inventoried, and security risks and exposures must be identified to avoid
financial and operational losses, or those that could impact the company's reputation.

Komunika Latam classifies information according to the following criteria:

e Confidential: Information that must be kept secure by partners or the designated consultant
(e.g., sensitive information about employees and/or clients) that under no circumstances can
be shared with third parties or exposed publicly.

e Restricted: Information with limited access to partners and/or consulting groups and/or
administrative area managers in handling customer service and managing Komunika's
activities (e.g., documents developed for clients such as key messages, Q&A, press releases,
plans, and statements, the company's accounting or financial information, employee files,
contracts, and agreements with clients and suppliers).

e General: Information available to all employees for the development of their daily activities
(e.g., templates, standards, methodologies, policies, formats, articles, and research).

e Public: Public information owned by Komunika or third parties, duly validated, which
can be shared with all employees and even third parties (e.g., press information,
published notes or audiovisual material, reference documents, or publicly available
content such as one-pagers).

Confidential and restricted information will be supported by Komunika's confidentiality
agreement with clients, signed by partners and employees.

ACCESS CONTROL TO INFORMATION

According to the classification of information assets, security measures are implemented to prevent
tampering, loss, leakage, consultation, unauthorized or fraudulent use, or access to information.

Komunika Latam establishes formal procedures to control the definition of profiles and the assignment

of access rights to users. These procedures cover all stages of the user life cycle, from initial
registration to deletion or deactivation of the registration for those who no longer need access.
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INFORMATION SECURIT INCIDENT MANAGEMENT

e All employees, consultants, and/or suppliers must promptly report any risk they have
observed or suspect exists in the systems, equipment, and/or processes that may
impact information security.

e Management must ensure that information security events and weaknesses are
communicated in a way that allows corrective actions to be taken.

e Employees must promptly notify the IT support team of incidents through the Wins
Telecom platform and email, copying management, and the administration team.

e The IT support team will address the request, generate corrective action, and
communicate the recommended course of action to the partners.

e Partners will approve the course of action and manage the resolution of the incident
through the administration team.

e |f legal action is required against a person or organization following an information
security incident, all evidence must be collected and safeguarded following the
relevant laws.
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